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Computer n. 1

UBICAZIONE: Stanza riservata alla segreteria dell’ordine con accesso consentito solo in
presenza del titolare o suo incaricato.

TIPO: notebook.

MARCA: Dell.

MODELLOQO: Inspiron 15 5510.

MODELLO HDD/SSD: 476GB NVMe KBG40ZNS512G NVMe KIOXIA 512GB (SSD).

SERIAL NUMBER: JYQXKGS3 .

Connesso in rete: no

Connesso ad internet: si

Utenti

TITOLARE DEL TRATTAMENTO: Maria Rita Salerno

SEGRETERIA: dott.ssa Lucia Alessandroni

Autorizzato ad accedere ad internet solo per la visione di siti istituzionali.

Autorizzato all’utilizzo della posta elettronica come da delibera del Garante protezione
dati personali del 1° Marzo 2007 n. 13.

Posta elettronica ordinaria: ordinemarche@conaf.it

Posta elettronica certificata: protocollo.odaf.marche@conafpec.it

Website: http:/ /ordinemarche.conaf.it/


mailto:protocollo.odaf.marche@conafpec.it

Sistema di autenticazione informatica (punti 1 a 11 del disciplinare tecnico)!

Procedure di gestione delle credenziali di accesso al sistema
Specificate nella relazione ai sensi dell’art. 25 D.Lgs 196 /2003
Blocco del pc con reinserimento password (Windovs+L)

si

Password cambiata ogni mese e registrata
Misura idonea applicata

si

Procedure operative per il corretto uso del sistema
Misura di sicurezza specificate nella relazione ai sensi dell’art. 25

Generazione copie di sicurezza dei sistemi
Misura di sicurezza adottata ogni tre mesi

si

Adozione di procedure per la custodia delle copie
Specificate nella relazione ai sensi dell’art. 25

si

Prova di funzionamento delle copie di sicurezza
Misura idonea verificata ogni tre mesi

si

Sistemi di autorizzazioni ( punti da 12 a 14 del disciplinare tecnico)

Assegnazione profili di autorizzazione

si

Verifica annuale per la conservazione dei profili di autorizzazione
Misura idonea adottata dal titolare

si

ALTRE MISURE DI SICUREZZA (Punti da 15 a 18 disciplinare tecnico) 615
quinquies C.P.

si

FIREWALL AGGIORNATO
Misura di sicurezza controllata ogni tre mesi

si

AGGIORNAMENTI PERIODICI DEI PROGRAMMI
Ogni tre mesi quale misura idonea

si

BACKUP EFFETTUATO (ogni giorno)
Misura idonea per evitare perdita o distruzione dei dati

si

ULTERIORI MISURE DI SICUREZZA IN CASO DI TRATTAMENTO DI DATI
SENSIBILI E GIUDIZIARI (Punti da 20 a 24 del disciplinare tecnico)

ANTI VIRUS AGGIORNATO 615 TER c.p
Aggiornato tutti i giorni quale misura idonea

si

MISURE PER GARANTIRE IL RIPRISTINO DELL’ACCESSO AI DATI IN CASO
DI DANNEGGIAMENTO IN TEMPI CERTI E NON OLTRE SETTE GIORNI
Specificate nella relazione ai sensi dell’art. 25

si

SISTEMA DI CIFRATURA ADOTTATO
ai sensi del provvedimento del garante del 13 /10 /2008

si

Misure di tutela

no




RICEVUTE DAL TITOLARE DESCRIZIONI SCRITTE DEGLI INTERVENTI
IN CONFORMITA” AL DISCIPLINARE TECNICO DA PARTE DI
INSTALLATORI DI FIDUCIA

Reati previsti dalla legge 18 Marzo 2008 n.48 e Misure adottate
er evitare la commissione di reati

falsita in un documento informatico (art. 491-bis c.p.);
[ documenti creati sono protetti e se trasmessi non vi é la possibilita che questi
siano manomessi per 'utilizzo della posta elettronica certificata

Si

accesso abusivo ad un sistema informatico o telematico (art. 615-ter c.p.);

Gli incaricati sono istruiti in merito all'utilizzo lecito della postazione a loro in

uso e sono state applicate le disposizioni contenute nella delibera del garante
er 'uso di internet e della posta elettronica n.13 del 1° Marzo 2007.

detenzione e diffusione abusiva di codici di accesso a sistemi informatici o
telematici (art. 615-quater c.p.)

Gli incaricati sono istruiti in merito all'utilizzo lecito della postazione a loro in
uso e nella lettera di incarico sono state date le opportune istruzioni riguardo la
credenziale di autenticazione.

Si

diffusione di apparecchiature, dispositivi o programmi informatici diretti a
danneggiare o interrompere un sistema informatico o telematico (art. 615-
quinquies c.p.);

Gli incaricati sono istruiti con i corsi di formazione in merito all’utilizzo lecito
della postazione a loro in uso e nella lettera di incarico sono state date le
opportune istruzioni riguardo ai programmi da utilizzare ed all’uso della
postazione per esclusive finalita di lavoro anche in applicazione della delibera
del garante n. 13 del 1° Marzo 2007.

Si

intercettazione, impedimento o interruzione illecita di comunicazioni
informatiche o telematiche (art. 617-quater c.p.);

Gli incaricati sono istruiti con i corsi di formazione in merito all’utilizzo lecito
della postazione a loro in uso e nella lettera di incarico sono state date le
opportune istruzioni riguardo ai programmi da utilizzare ed all’uso della
postazione per esclusive finalita di lavoro anche in applicazione della delibera
del garante n. 13 del 1° Marzo 2007, e nei profili di autorizzazione con I'ordine
di servizio all'uopo predisposto sono stati portati a conoscenza delle
conseguenze che possono generare comportamenti non consapevoli.

Si

danneggiamento di informazioni, dati e programmi informatici utilizzati dallo
Stato o da altro ente pubblico o comunque di pubblica utilita (art. 635-ter c.p.)
Come sopra

Si

danneggiamento di sistemi informatici o telematici (art. 635-quater c.p.);
come sopra

Si

danneggiamento di sistemi informatici o telematici di pubblica utilita (art. 635-
quinquies c.p.)

come sopra

installazione di apparecchiature atte ad intercettare, impedire o interrompere
comunicazioni informatiche o telematiche (art. 615-quinquies c.p.);

come sopra

Si

danneggiamento di informazioni, dati e programmi informatici (art. 635 bis)




come sopra

Sono applicate le norme previste dall” Allegato XXXIV del Testo Unico
D.Lgs 81/2008 per I'uso dei videoterminali

i

Misure per I'amministratore di sistema ai sensi della delibera del
garante del 27 novembre 2008

Ricevuto Ordine di servizio per amministratore di sistema

si

Profilo di autorizzazione con lettera di nomina a responsabile ai  [si
sensi dell’art. 29 e lettera e Delibera del 27/11/2008
Amministratore di sistema

Autenticazione informatica ai sensi della lettera F per la si
registrazione accessi Amministratore di sistema

Registrazione e Conservazione accessi Amministratore di sistema |si

Descrizione evento: verifica trimestrale Amministratore di sistema [si

Descrizione evento: Altro evento Amministratore di sistema Si
accesso
Conservazione del profilo di autorizzazione Amministratore di
sistema.

Elenco misure di adeguamento del sistema informatico e formazione del titolare del

trattamento o soggetti incaricati:

Eseguito test di protezione su rete wifi Univpm - Si comunica che risultano aperte
le porte TCP n 179 - 1000 - 1003.

Attivato software di backup giornaliero automatizzato con console di gestione e
alert in cloud - rif. Iperius backup basic licenza cod. BB6CF-D9829-80ADC-A05F0-
9922 A-91640-E4485-EF327. Configurato backup cloud su console Ninja One - Per
questa misura abbiamo formato il personale

Attivato utente Ninja One con console cloud per backup cloud e gestione software
di protezione Sentinel One

Configurato backup su Hdd esterno effettuato su richiesta del titolare o suo
incaricato e conservato in luogo adeguatamente protetto. - Per questa misura
abbiamo formato il personale

Configurato sistema di backup drive image con copia su hdd usb ai fini del disaster
recovery

Implementato il software di protezione Sentinel One con gestione cloud che
include: Antivurus - firewall software - antispam - deepguard per la prevenzione
di software malevolo o criptolocker. Il software si aggiorna in automatico con
scansione del sistema in tempo reale.

Effettuato il backup dei log di sistema come da file allegato firmato digitalmente.
Verifica struttura sito web/posta elettronica: Il sito web e i servizi di posta ordinaria
e pec sono gestiti dal titolare del trattamento.

Nel pc sono installati i seguenti software con licenza d'uso: ADS-DOC per la
gestione amministrativa - NUMIX per la gestione del protocollo accesso riservato
tramite user e password del titolare o incaricato.

Microsoft Office 365 business

(account: segreteria@agronomiforestalimarche.onmicrosoft.com).



Tutti questi software prevedono I’aggiornamento automatico come misura di protezione
necessaria.

Eseguita la verifica della corretta applicazione delle misure sopra elencate. Effettuato
I'aggiornamento delle patch di sicurezza del sistema operativo e del software di backup.

Il pc & dotato di sistema operativo windows 11 impostato con aggiornamenti automatici
giornalieri.

Ancona li, 22/07/2025

DV INFORMATICA SNC

(firmato digitalmente)



Emanuele Dubbini

Da: assistenza@dv-informatica.it
Inviato: giovedi 17 luglio 2025 17:10

A: ordinemarche@conaf.it

Oggetto: ORDINE AGRONOMI E FORESTALI
Allegati: Job001.ibj

Report di Iperius Backup

COPIE GIORNALIERE

Backup completato con successo

Inizio backup: 17/07/2025 17:06:43

Fine backup: 17/07/2025 17:09:55 (0 Ore, 3 Minuti, 12 Secondi)
Dimensione dati copiati: 152,2 MB

Numero file processati: 36

Tipo di esecuzione: Manuale

Computer/Account: AGRONOMISEG / ODAF Marche

Versione di Windows: 11 Home (64 bit) (B.26100)

Inizio backup: 17/07/2025 17:06:43

Inizio backup su disco - X:\BACKUP GIORNALIERE
Copia normale nella destinazione: X:\BACKUP GIORNALIERE\

Elemento: C:\Users\ODAF Marche\Desktop\
Destinazione: X:\BACKUP GIORNALIERE\Desktop

11 File processati

Elemento: C:\Users\ODAF Marche\Documents\
Destinazione: X:\BACKUP GIORNALIERE\Documents

1 File processati

Elemento: C:\neatek\
Destinazione: X:\BACKUP GIORNALIERE\neatek

24 File processati
Copia normale eseguita con successo
36 File processati - 0 errori

Fine backup su disco



Fine backup: 17/07/2025 17:09:55

Report generato da Iperius Backup® 8.6.1 Basic PC
https:/ /www.iperiusbackup.com



21/07/25, 11:42

GRC | ShieldsUP! — Service Ports Probe

Port Authority Edition — Internet Vulnerability Profiling

by Steve Gibson, Gibson Research Corporation.

This Internet service ports "grid scan" determines the status — || Open, M Closed, or M

Determine the status of your
system'’s first 1056 ports

Stealth — of your system'’s first 1056 TCP ports.

# The test may be abandoned at any time if you do not wish to wait for the scan to finish.

During off-peak hours the entire scan requires just over one minute.

You may hover your mouse cursor over any grid cell to determine which port it
represents, or click on the cell to jump to the corresponding Port Authority database page
to learn about the port's specific role, history, and security consequences. (Depress
SHIFT when clicking to open new window and allow unfinished test to continue.)

Your computer at IP:

193.205.131.2

Is being carefully examined:
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https://lwww.grc.com/x/ne.dll?rh1dkyd2

32 ports, represented by each horizontal row, are probed as a group. The results are
posted as the next set of ports are probed.

For guaranteed accuracy, the scanning time will increase during peak usage when many
people are sharing our scanning bandwidth.

A scan of a stealthed system is up to four times slower since many more probes must be
sent to guarantee against Internet packet loss.
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The port number of any location on the grid above may be determined by floating
your mouse over the square. Most web browsers will display a pop-up window to
identify the port. Otherwise, see the URL display at the bottom of your browser.

.Open .Closed .Stealth Te}{t Summar_\,’
Total elapsed testing time: 68.984 seconds

Analysis

Solicited TCP Packets: RECEIVED (FAILED) — As detailed in the port report below, one or more of your system's ports
actively responded to our deliberate attempts to establish a connection. It is generally possible to increase your system's
security by hiding it from the probes of potentially hostile hackers. Please see the details presented by the specific port
links below, as well as the various resources on this site, and in our extremely helpful and active user community.

Unsolicited Packets: PASSED — No Internet packets of any sort were received from your system as a side-effect of
our attempts to elicit some response from any of the ports listed above. Some questionable personal security systems
expose their users by attempting to "counter-probe the prober", thus revealing themselves. But your system remained
wisely silent. (Except for the fact that not all of its ports are completely stealthed as shown below.)

Ping Echo: PASSED — Your system ignored and refused to reply to repeated Pings (ICMP Echo Requests) from our
server.

Why the first 1056 Ports?

Internet ports are numbered from 1 through 65535, but the first 1023 ports are special. By
tradition, and some enforcement, ports 1 through 1023 are generally reserved for the
acceptance of incoming connections by services running on the receiving system. Internet
services "listen" on various standard low-numbered ports so that clients wishing to have
access to those services know where they may be found. Web servers traditionally listen on
port 80, eMail servers listen on ports 25 and 110, FTP servers listen on port 21 and Telnet
servers listen on port 23. And the list goes on. Here's the official Internet Assigned Numbers
Authority (IANA)_port assignment list.

Although it is possible to have higher-numbered ports listening for incoming connections,
our scan of the entire "service port range" will detect all standard services running and
listening on the standard service ports.

Due to the insecure behavior of Microsoft's Windows operating systems, we have added an
additional 33 ports to these first 1023 ports, bringing the total to 1056. Windows has a
tendency to establish globally available listening services on the first few ports in the "client
port" range which begins just past 1023. If you are not running a personal firewall, or you
are allowing ShieldsUP! probes into your network, you may discover one or more additional
open ports at, or just above, 1024.
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Strange Results?

Personal firewalls are beginning to exhibit "adaptive behavior". The grid shown to
the left starts off showing ports mostly closed with a few open (mostly blue with
a few red cells). Then at some point it suddenly switches into "stealth mode".
This can occur when a firewall "adapts" to the scanning IP and raises its defenses
against just the attacker. This complicates the job of accurately checking a system's security.

Two things you can do: If you are not certain whether your firewall is adaptive, you can
re-run any test here to compare the results. Differing behavior often indicates that your
firewall has "learned" that it is being probed from our IP and is treating it differently. For the
most accurate scan results, disable any adaptive behavior during the testing.

You can use these tests to learn exactly how your firewall deals with probes to specific ports,
and to port ranges.

Beyond providing a comprehensive test of your
system's first 1056 ports, this service ports
scan can be used for additional research:

Detecting Ports Blocked by Your ISP

Internet service providers often block specific traffic entering their network before it reaches
their customers, or after leaving their customers before it exits their network. This is
sometimes done to block the exploitation of common security vulnerabilities, and sometimes
to prevent their customers from offering proscribed Internet services.

As a customer, it can be useful and interesting to know which service ports, if any, an ISP
has chosen to preemptively block in order to restrict their customers' global Internet traffic.

ISP port blocking can be easily tested, often quite rapidly, by arranging to allow the
ShieldsUP! probe to have access to an unprotected computer. Since all hon-stealth machines
will respond to every open request — either affirmatively or negatively — ports appearing as
STEALTH will be those blocked by your ISP, corporate firewall, or other external agency.

If your system is unprotected, without any personal firewall or NAT router, any ports

® showing as stealth M are being blocked somewhere between your computer and the public
Internet. This is probably being done by your ISP. Internet traffic directed to your
computer at the stealth ports will be dropped before reaching your machine.

If your system has a personal firewall that can be instructed to "trust" a specific remote IP,

® you can temporarily instruct it to trust the ShieldsUP! probe IP of [4.79.142.206]. If, after
doing so, most of the service ports change to either open M or closed M, you have
succeeded and any which remain stealth are being blocked by your ISP.

If your system is operating behind a residential "NAT" router, the router will be acting as a

# natural and excellent hardware firewall. But that's not what you want for the moment. You
can temporarily remove your NAT router and connect an unprotected computer directly to
your cable modem or DSL line. Or, if you are comfortable reconfiguring your NAT router,
you may be able to point the router's "DMZ" at one of your computers which has been
instructed to "trust" our probe IP of [4.79.142.206]. If, after doing so, most of the
service ports change to either open M or closed M, you have succeeded and any
remaining stealth are being blocked by your ISP.

Finally, if your Internet security system, NAT router, personal firewall, or whatever, can

# produce detailed logs of incoming Internet packets, you could leave your existing security
in place, clear your log, run the service ports scan, then carefully inspect your log for any
consistently missing port probes. We send out four sets of probing packets because
individual packets are sometimes dropped along the way. Therefore, it won't be unusual to
see occasional missing packets from your logs. What you're looking for is a complete lack
of packets bound for a specific port. A careful and detailed examination of your log will
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reveal any missing ports which are being blocked before they reach your logging tool.
(Note that this technique is not quite as foolproof as the other approaches since ISPs could
be blocking outbound packets from their customers, which the other approaches would
detect but log-watching would not.)

After completing the experiments above, remember to return your system to its previous
tight security and verify that everything is safe again by re-running any of our tests.

Checking a NAT Router's WAN Security

Residential broadband "NAT" routers which allow many computers to share a single Internet
connection are becoming quite popular. We love them for the security they provide to the
machines placed behind them since any NAT router functions as a natural and excellent
hardware firewall.

However, the Internet or "WAN" (Wide Area Network) side connection of many NAT routers
and DSL gateways is not as secure as it should be. Many routers ship with web, ftp, or Telnet
management ports wide open! And many are still configured with their well-known default
administrative passwords. Although the router may be protecting the machines behind it, it
might not be protecting itself without your deliberate closing of remote "WAN" administration
ports.

ShieldsUP! automatically tests your NAT router's WAN-side security because the router's
WAN IP is the single public IP that connects your internal private network to the public
Internet. When a test is initiated by any system behind a NAT router, we are testing the
public-side security of the router itself and not the security of the individual machines which
are located behind and protected by the router.

Adaptive IDENT Stealthing Experimentation

The IDENT protocol's port 113 is quite problematical and tricky to stealth. If the user's
port 113 is completely stealthed, connections to some remote Internet servers such as
eMail, Internet Relay Chat (IRC), and others, may be delayed or denied altogether. For this
reason, many NAT routers and personal firewalls do not attempt to stealth port 113, they
settle for leaving it closed. One of the first things that caught my eye about the ZoneAlarm
personal firewall was that it was clever about handling port 113: It "adaptively stealthed"
the port.

To understand the following discussion, you should familiarize yourself with the details of the
IDENT protocol and port 113. Please read port 113's Port Authority database page
before proceeding.

Even after many years, the (free) ZoneAlarm personal firewall from Zone Labs is the only
personal firewall to "adaptively" stealth port 113. Unlike any other firewall or NAT router
(any of which could also do the same) this allows port 113 to be stealthed to any passing
Internet scanners or probes, but "unstealthed" for any valid IDENT connection attempts
originating from remote servers with which the user's computer is attempting to connect.
(Since this could easily be done by any personal firewall or even NAT routers, I am hopeful
that this feature might yet appear in other products.)

"Adaptive Stealthing" means that when a TCP SYN packet arrives to request a connection to
your machine's port 113, ZoneAlarm checks, on the fly, to see whether your machine
currently has any sort of "relationship" with the remote machine (such as a pending
outgoing connection attempt). If so, the remote machine is considered to be "friendly" and
its IDENT request packet is allowed to pass through ZoneAlarm's firewall. But if the IDENT
originating machine is not known to ZoneAlarm as a "friendly" machine, the connection
requesting packet is dropped and discarded, rendering port 113 stealth to all unknown port
scanners. It's very slick.
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IDENT, ZoneAlarm, and ShieldsUP!

Even though your computer's web browser already has a relationship with the web server at
GRC, our tests originate from a different "foreign" IP address. ZoneAlarm therefore drops
incoming packets to port 113 from this different probing IP address and ZoneAlarm users
see that port 113 is stealthed to passing Internet scans.

To demonstrate how ZoneAlarm (and perhaps someday other firewalls or NAT routers)
selectively "unstealth" port 113 — but only for known "friendly" machines — we simply
initiate a connection from your web browser to the ShieldsUP! scanning IP. Even though the
connection attempt will ultimately fail (since there's no web server at the probing address),
ZoneAlarm will note the outgoing attempt and will unstealth port 113 for subsequent probes.

@& Step One: Verify that our scan currently show port 113 stealthed. (You may wish to use
one of the other remote port tests which will be faster than an entire 1056-port grid scan.)

& Step Two: Open a secondary web browser window to initiate a connection to the probing
IP. (Users of Microsoft Internet Explorer can press Ctrl-N to "clone" their current browser
window.)

@ Step Three: In the secondary web browser window, click this URL or enter this address:

http://4.79.142.206

This second connection attempt will ultimately fail, but ZoneAlarm will notice the effort,
which is all that's necessary.

& Step Four: Finally, refresh the port probe window or repeat the scan to check your
system's current port status. You should find that port 113 is no longer "stealth" to the
probing IP address because you are attempting to connect to it and it has been determined
to be "friendly".

& Step Five: If you're curious, stop and close the secondary web browser window and
periodically refresh your port probe window to see how long the "friendly" status persists
before Zone Alarm returns the probing IP to unknown status and port 113 to full stealth.

NOTE: Clicking the "http" link above may convince a clever firewall that the remote scanning IP is "friendly" and help
to demonstrate its adaptive IDENT handling. But the packets sent to us with that link will also trigger our "Unsolicited
Packet" detection since those packets were not received in direct response to our probes.

In order to reset the memory of these deliberately unsolicited packets you must redisplay_the initial ShieldsUP!

"Greetings" page. (That link will take you there.)

Click here to check your router now...

GRC's Instant UPnP
Exposure Test

| File Sharing Common Forts [ All Service Ports Browser Headers |

You may select any service from among those listed above . . .

| User Specified Custom Port Probe [ Lockup Specific Port Information |

Or enter a port to lookup, or the ports for a custom probe to check, then
choose the service. Your computer at IP 193.205.131.2 will be tested.
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